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Abstract—The Domain Name System (DNS) is designed to be
distributed, which aims to provide services with low latency
and great reliability. However, after decades of development
and changes in Internet business models, various aspects of
the DNS ecosystem have begun to show signs of centralization.
To investigate the centralization from the viewpoint of hosting
service providers, we develop an automated method based on
similarity among NS domains and co-hosting relationship to
identify the hosting providers for authoritative name servers,
so that we can identify hosting providers in DNS zone file to
count the number of domains which a hosting provider host. This
tool demonstrates greater accuracy than previous methods and
our testing demonstrates the ability to identify hosting service
providers for most domains in real-world measurement tasks.
Using this tool, we conducted measurements on the dataset
combined with .com, .net and .org TLD zones. We find that
the top 10 providers collectively host over 54.19% of domains
while top 100 providers host over 82.99% domains, which shows
a significant level of centralization in hosting service providers
within the DNS. Through an analysis of NSone’s NS domains and
a statistical examination of top providers’ NS domains, we find
that directly identifying the base domain as the provider is inap-
propriate. Furthermore, we discover relationships among hosting
providers and between hosting providers and infrastructure that
are more complex than previously anticipated. Finally, based
on our research findings, we offer corresponding suggestions to
mitigate the continued development of centralization.

I. INTRODUCTION

DNS, as a critical infrastructure of the Internet, is designed
as a distributed system to effectively enhance the robustness
and relative security of Internet services. However, with the
development of the Internet, DNS is widely perceived to
exhibit significant centralization, which poses potential yet
tangible risks. In previous studies, researchers have measured
DNS centralization across multiple layers, including traffic [1],
infrastructure [2], [3], market share [4]—[6] and resolvers [5]-
[7]. However, little attention has been paid to developments at
the hosting provider level.

Hosting providers should be treated with serious attention
cause providers are responsible for managing and operating
the hosting service. When a provider’s service experiences fail-
ures, the availability of the domains it hosts may be adversely
affected. Besides, if a provider’s services have exploitable
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TABLE I: Example of attacks and affected top providers

Attack Name

Zombie awakening [8]
XDAuth [9]
Disablance [10]

Affected Top Provider
Amazon, Godaddy, NSone
Amazon, NSone
Cloudfiare

security vulnerabilities, all domains it hosts may be affected
by such attacks. Moreover, since a provider may deploy
services across multiple infrastructures, these negative impacts
can extend beyond a single infrastructure. In recent years,
researchers have proposed several effective attacks targeting
providers, We list some of them in table I. Therefore, it is
essential to treat the issues about hosting providers seriously.

Identifying hosting providers is the first step in studying
them. In DNS measurement scenarios, it is necessary to deter-
mine the provider associated with each NS domain. However,
this identification process is more challenging than it appears.
On one hand, NS domains do not always explicitly indicate
their provider; for example, dns2.hichina.com belongs
to Alibaba, and rs6la.registrar—-servers.com is as-
sociated with Namecheap. On the other hand, the relation-
ship between providers and NS domains can change due to
business strategies and commercial acquisitions. For instance,
ns.linode.com originally belonged to Linode, but after
Akamai’s acquisition of Linode in 2022, control and hosting
services over this domain were transferred to Akamai.

In the past, researchers have employed various methods
to identify hosting providers. Common approaches include
determining the provider by querying the autonomous system
(AS) of the IP address associated with the NS domain [11],
retrieving registration information via the WHOIS protocol, or
combining WHOIS data with certificates of the NS domain [8].
However, these methods have certain limitations: The AS-
based approach may blur the distinction between infrastructure
and hosting providers, leading to potentially inaccurate identi-
fication results. Meanwhile, the WHOIS-based approach may
fail to capture the latest provider information due to delays in
registration updates.

Our study. We propose a new fingerprinting approach based
on co-hosting relationships, where the proportion of shared



hosting among NS domains is used to determine whether they
belong to the same provider. Based on this, we design an
identification method that leverages clustering based on co-
hosting similarity. This method requires only the TLD zone
file as input and clusters NS domains based on structural
similarity and co-hosting similarity to form NS groups. Each
group’s final provider is then determined using WHOIS data,
certificates, and base domains.

Using this method, we analyze the dataset combined with
TLD zone files from the .com zone, .net zone and .org
zone from September 14, 2024. Further, We begin by observ-
ing a large number of unusual base domains within NSone,
investigating the NS domains associated with NSone. Addi-
tionally, we conduct a preliminary analysis of the NS domains
for the top 10 providers. Finally, We begin by examining the
discrepancy between the top 10 providers and the top 10 ASes
in the centralization measurements. From this perspective,
we summarize the patterns of how providers deploy services
on infrastructure and quantitatively measure the usage of
infrastructure by leading providers.

Our findings. We first find a significant centralization phe-
nomenon among hosting providers, with the top 10 providers
with only 4.05% NS domains hosting over 54.19% of all
domains. We also measure centralization at the infrastructure
level for comparison: the top 10 autonomous systems collec-
tively host more than 50% of the domains.

We then find a high degree of consistency in the hosted
content between NS domains previously considered to belong
to independent providers and other hosting providers. This
indicates that the relationships between providers are more
complex than commonly perceived. Based on this fact, we
found that among the domains hosted by multiple NS base
domains, only one-fifth are truly hosted by more than two
providers, accounting for just 0.58% of all. This could increase
the risk of single points of failure, and users may unknowingly
contribute to the further centralization of the system.

Finally, We find the presence of a highly complex many-
to-many relationship between hosting providers and infras-
tructure. Additionally, we perform basic security attribute
measurements on the hosting services deployed on AS 16509.
The results reveal that even services hosted on the same
infrastructure exhibit differences in attributes, demonstrating
the potential influence of hosting providers on service quality.
In the end, we conducted segmented measurements of the
number of infrastructures used by hosting providers across
different tiers. The results show that as the scale of providers
decreases, the proportion of those using multiple infrastruc-
tures for services first increases and then decreases. The
top three providers, which host 37.65% of all domains, rely
exclusively on their own infrastructures to provide services.
This approach may pose potential risks, and such risks are
likely to intensify as centralization increases.

II. BACKGROUND
A. DNS

The domain namespace (DNS) is a hierarchical structure
composed of multiple levels of zones, including the root, top-
level domains, i.e. TLD (e.g., . com), second-level domains,
ie. SLD (e.g., example.com), and so on [12], [13]. Each
level’s content is stored by the corresponding name servers,
which also maintain the hosting records for their subdomains.
For example, root servers maintain the hosting records of
.com and the TLD nameservers of . com maintain the hosting
records of example.com.

If a domain owner wants their domains to be resolved to
an IP, they need to find a name server (NS), which stores the
domain and IP address information for hosting. The domain of
the NS server is called the NS domain, and the hosted domain
will change its NS record to the corresponding NS domain.

There are various protocols and configurable options in
DNS, some of which are set by the NS administrator. For
example, the AXFR protocol is used for replicating entire
DNS zone data between primary and secondary servers [14].
However, enabling AXFR may allow unauthorized attackers
to access the entire zone’s information, posing a risk of
privacy leakage. EDNS is an extended standard that enhances
DNS functionality [15], [16], supporting larger packet sizes
and optional features, and is a prerequisite for enabling
another security measure, DNSSEC [17]-[19]. DNS Cookie
is a lightweight security mechanism that uses client-server
encrypted tokens to authenticate requests [20].

B. DNS Hosting Services

If users want their domain to be resolvable by other users
through the DNS, they need to obtain DNS hosting services
and delegate their domain to an authoritative server. In the
following text, we will refer to these domains owned by users
as user domains. In this process, the user can either set up
their authoritative server, known as self-hosting, or opt for a
third-party DNS hosting service provider.

Once a user domain is hosted on a particular authoritative
server, the NS record of the domain points to the domain of
that authoritative server, indicating that the server is hosting
the domain. To enhance robustness, a domain’s NS records
may point to multiple NS, allowing users to obtain the
domain’s IP address from alternative NSes if one fails. An
NS does not necessarily point to a single authoritative server;
it may point to multiple servers, employing effective load-
balancing strategies to reduce the load on each server, thereby
improving fault tolerance and resistance to DDoS attacks.

On the internet, users typically have two options for hosting
their domains: the first is to choose a third-party hosting
provider; the second is to set up their authoritative servers
for hosting. In comparison, opting for third-party hosting
is generally safer, offers lower latency, and requires less
operational effort—this is because third-party hosting service
providers usually have more specialized teams for maintenance
and operations. However, some users may still choose to self-
host their domains for various reasons. In general, self-hosted



services tend to be small in scale, hosting relatively fewer
domains. The quality and security of such services depend
entirely on the individual administrator, making them more
likely to maintenance neglect, delayed upgrades, and failure to
apply the latest security patches. Overall, users tend to prefer
third-party hosting services.

C. Co-hosting relationship

Co-hosting occurs when a public DNS hosting provider
assigns customer domains a group of NS domains that may
belong to multiple providers sharing DNS infrastructure
(e.g., servers) or having business partnerships. These NS
domains often follow consistent naming patterns. For
example, Bridge Pay’s website bridgepaynetwork.com
uses NS domains like dnsl.p03.nsone.net and
ns01l.bridgepayns.com. We term such NS domains
as co-hosting NS domains and providers with nameservers
showing this behavior as co-hosting providers.

By analyzing authoritative NS records from TLD
zone files, we observed that providers often assign
customer domains to NS domains with specific naming
patterns. Consequently, NS domains within the same
provider typically manage similar groups of customer
domains, exhibiting a high degree of co-hosting similarity.
Continuing with the example of nsone.net and
bridgepayns.com, we find that the domains hosted
by NS domains belonging to NSone and those hosted by
the series of NS domains nsO0l.bridgepayns.com
to ns04.bridgepayns.com are highly consistent.
Ultimately, through various methods, we confirm that this
series of NS domains with bridgepayns as the base
domain also belongs to NSone. Essentially, it represents
a specialized domain hosting service purchased by Bridge
Pay from NSone. Based on this observation, we developed
a method to identify NS domains from the same provider
by evaluating whether two NS domains or groups share a
significant proportion of co-hosted customer domains.

III. METHODOLOGY

We designed a new method that groups NS domains
belonging to the same hosting provider based on textual,
infrastructure, and user domain co-hosting similarities. Each
group is assigned a hosting provider label, indicating that all
NS domains within the group belong to that provider. We
first provide an overview of this method and then describe
the process of each step in detail.

A. Framework Overview

Figure 1 illustrates the major processes of our framework. It
takes input from a DNS zone file and first merges similar NS
domains into NS groups. Then it utilizes the hosting infor-
mation in the zone file to delineate co-hosting relationships
among NS domains. Through iterative rounds of grouping
and merging based on shared hosting, the method ultimately
produces several NS groups, each labeled with a provider tag
representing the common provider for all NSes in that group.

B. Stepl: Clustering NS based on Textual Pattern Similarity

We collect and analyze NS domains from various providers,
using their textual pattern similarity to perform the first round
of merging. The process is shown in Figure 2.

We first explain our understanding of textual pattern similar-
ity for NS domains. Specifically, we use tldextract [21]
to divide domains into three parts: subdomains (subs), base
domains (base), and effective TLDs (eTLDs). We define NS1
and NS2 as similar if and only if:

1) They have the same number of subdomain levels, (here-
after denoted as SL);

2) They have the same core fields that are defined as:

base
core =
last sub + base

level(sub) < 1.
level(sub) > 2.

3) They share the same TLD, or their TLD don’t appear in
our ‘low-confidence TLD list.

For example, in Figure 2, only the first and the second
NS domains will be treated as similar. The third NS has a
different number of subdomains, and the part of the fourth
NS domain that requires comparison differs from that of the
first and second NS domains, while the fifth NS domain’s TLD
appear in our list of low-confidence TLDs.

We will explain in detail the rationale behind these criteria:

The rationale for the first criterion is that having the same
level of subdomain is a basic guarantee of structural similarity
in NS domains.

The rationale for the second criterion lies in the fact that
the base domain is a key indicator of whether NS domains
belong to the same hosting provider. When the subdomain
contains multiple segments, we found that hosting providers
often use the final segment to distinguish between spe-
cific product lines, such as in «.ns.cloudflare.com vs
x.secondary.cloudflare.com. To allow for smaller
NS groups in the initial step, enabling further rounds of
precise merging based on co-hosting relationships, we added
a restriction for multi-segment subdomains.

The third criterion essentially aims to exclude cer-
tain special cases. In our study, we identified some
NS domains with textual formats highly similar to
those of well-known hosting providers, but with differ-
ent TLDs, such as zeus.ns.cloudflare.com2 and
ns3.dreamhost.cm. While we did not investigate the
reasons behind this phenomenon, we manually maintain a list
to exclude these low-confidence TLD domains, thus avoiding
potential misclassification.

After this part, several preliminary NS groups are formed
within the NS list. Let the i-th NS group be denoted as G;.

C. Step2: Clustering NS based on Co-hosting Similarity

We designed this process based on the similarity of domains
hosted within the same provider. We abstract each NS group as
a graph. Let the number of domains hosted by G; be denoted
as IV;, and the number of domains co-hosted by G; and G
be denoted as Co; ;. The similarity between G; and Gj is
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defined as fg,(G;) = Co” I fe,(Gj) > 0.9 we add a

directed edge from G, to G If there are strongly connected
components (SCC) in the graph, we merge the nodes within
those components into a new group. If there are no SCCs,
we merge each node with the group which has the most N;
among the groups the node points to. This process is iterative
and continues until there are no more points to merge in the
graph. The process is shown in Figure 3.

The 90% threshold was chosen after extensive experimen-
tation with the method’s two clustering steps and proved to
be optimal. When this threshold drops below 80%, more
erroneous merges occur, primarily reflected in the merging of
smaller providers’ NS domains into those of larger providers.
Raising this threshold reduces such errors, but when set above
95%, it prevents many providers’ NS domains from clustering

together (e.g., Cloudflare, Akamai). Thus, we selected 90%
based on the method’s overall performance.

D. Step3: Group Labeling with Supplemental Information

The main goal of this part is to assign a primary provider to
each group. In this method, we use WHOIS data, certificate
data and base domains of NS for labeling. Specifically, we
assign preset score values to each of these three types of
information. For each NS domain in the group, we extract its
corresponding information in these three categories, adding the
preset score values multiplied by the number of user domains
hosted by the NS domain. Finally, we select the field with
the highest score as the provider for this group. However, this
module is open-ended, and we can integrate other methods
(e.g., LLM analysis) as well. After assigning the corresponding
provider label to each group, this module will also perform a
final merge of all groups labeled with the same provider.

1) WHOIS: We obtained domain registration information
through the WHOIS protocol. for all NS domains and their
corresponding base domains. Although the WHOIS definition
document [22] does not specify the components of domain
registration information data through the WHOIS protocol, it
generally includes information regarding a domain’s Regis-
trant Organization, Administrative Organization, and Technical
Organization, providing clues about the domain’s associated
provider. We assigned corresponding scores to each field type
allowing us to accumulate scores for each provider.

During the processing, we observe that for privacy pro-
tection reasons, WHOIS data providers may offer data with
hidden information, such as Registrant Organization marked
as Registration Private. Therefore, we implement
additional filtering rules to exclude such WHOIS data.

2) Certificates: According to the digital certificate standard
X.509v3 published in RFC 5280 [23], digital certificates
contain an OrganizationName that reflects the managing
organization of a domain. We use the zgrab2 tool [24] to
establish TLS connections with NS domains and their cor-
responding base domains, obtain their certificates, and extract
the organization names. Similarly, we assign a corresponding
score value to this field type.



3) Base domain: Given that some NS domains may include
provider information in their base domain, we incorporate this
method to determine the provider of an NS domain. How-
ever, since providers often use multiple base domains (e.g.,
Alibaba uses both alidns.com and hichina.com, and
Akamai, through acquisitions, uses 1inode . com in addition
to akam.net), some base domains may not accurately reflect
the true provider. Thus, we assign a lower confidence level to
this information, using it only as a backup when WHOIS and
certificate information do not indicate the provider.

4) Dealing with String: To address the potential inconsis-
tencies in hosting provider name fields (such as GoDaddy
LLC, GoDaddy), we applied a string processing method.
The input to this method is a series of strings representing host-
ing providers. The essence of the method is to group similar
strings together through a series of comparisons and treat them
as representing the same hosting provider. We first maintained
a list containing terms representing company names and types,
such as ‘Itd’, ‘Co’, ‘LLC’, etc. When processing each string,
we first match it with the list and remove the matched parts.
Next, we attempt to remove other content(including space) in
the string, retaining only the alphanumeric characters (with
letters converted to lowercase). Next, we compute the edit
distance between each pair of processed strings. If the edit
distance is less than 15%, which is an empirical value that
allows for more correct merges while minimizing incorrect
ones, of the length of the longer string, the two strings are
considered synonymous and are merged using a union-find
data structure. Then, the corresponding groups are merged
accordingly.

E. Step2 again

Although the previous string processing and merging step
partially consolidated homogeneous groups (i.e., groups with
different label representations that actually refer to the same
provider), it did not achieve complete merging. Therefore,
we perform another round of clustering based on co-hosting
relationships, following the same procedure as in Step 2,
including iterative processing until no further merges occur.
The primary goal of this additional merging step is to further
consolidate homogeneous groups, facilitating the analysis and
interpretation of statistical results.

IV. EVALUATION AND COMPARISON OF THE TOOLS

In this section, we present a comparison between several
methods and our newly proposed method. We selected the
following three methods for comparison: WHOIS, ASN and
WHOIS + certificates. These methods have been commonly
used in previous research to determine the provider associated
with an NS domain [8], [11].

We constructed a test set for comparison purposes. This test
set consists of two parts: the first part includes 580 NS domains
from several large providers, such as Cloudflare, Google
Cloud, Amazon Cloud, Microsoft Cloud, Akamai, Tencent
(i.e., DNSPod), and Alibaba. The second part comprises 193

NS domains, randomly selected from smaller public DNS host-
ing providers, including 4.cn, SAKURA, Bodis, and Gname.
This dataset is randomly selected and manually labeled by us.
To the best of our knowledge, no publicly available dataset
currently exists for this problem.

We used the ASN database from MaxMind’s free GeoLite2
database [19] (updated on 2024-09-23) to implement the ASN
method for testing. WHOIS method, the WHOIS + certificates
method and our method all use WHOIS and certificates data
from the same source and version to ensure consistency.

We conducted comparative tests of the three methods on
the dataset, with results further detailed for Parts 1 and 2. We
performed data statistics at both the NS domain level and the
provider level, as shown in Table II and Table III.

Overall, from the perspective of NS, our proposed method
successfully identified 732 out of 773 NS domains, achieving
an identification rate of 94.70%. The WHOIS + certificates
method identified 680 NS domains, with an 87.97% success
rate, while the WHOIS method correctly identified 658 NS
domains with an 85.12% accuracy. The ASN method correctly
identified 539 NS domains, yielding an accuracy of 69.73%.
Although all three tools demonstrated relatively high iden-
tification rates overall, a detailed breakdown reveals notable
differences. In Part 1, the identification rates were 97.41%,
91.72%, 88.63%, and 84.14% for our method, WHOIS +
certificates, WHOIS, and ASN, respectively—showing a rela-
tively small performance gap. However, in Part 2, despite some
misclassifications, our tool achieved a 86.53% identification
rate, whereas the WHOIS + certificates method dropped to
76.68%, the WHOIS method dropped to 74.61%, and the
ASN method only reached 26.42%. As for the perspective of
provider, the differences are even more pronounced.

We analyze the dataset in an attempt to identify the reasons
for the poor performance of the other three methods.

1) ASN method: The ASN tool performed well only with
providers that own their server networks and are willing
to deploy hosting services on their own infrastructure, such
as Cloudflare, Amazon, Microsoft, and Google. For smaller
providers that lack the capability to operate such a network and
must rely on other cloud service providers, or for providers
(such as Baidu and GoDaddy) that, for various reasons, do not
deploy hosting services on their own servers, the ASN tool
tends to incorrectly identify these providers as the outsourced
server providers. Moreover, we observe that similar smaller
providers, like those in part 2, are the majority in the real
world. This suggests that the ASN tool’s correct identification
rate will further decrease when faced with this data.

2) WHOIS & WHOIS+CCertificate method: We observe
inherent limitations, such as certain providers neglecting to
properly fill out WHOIS data or deploy certificates for their
NS domains and NS base domains. Furthermore, with the
implementation of the General Data Protection Regulation
(GDPR) [25] by the European Union, an increasing number of
domain registrars are opting to conceal information about do-
main holders in WHOIS and certificates. This trend indicates
that methods solely reliant on WHOIS and certificates will



TABLE II: Result of evaluation (NS)

Our method WHOIS + certificates WHOIS ASN
All Correct 731 (94.57%) 680 (87.97%) | 658 (85.12%) 539(69.73%)
773) Wrong 42 (5.43%) 2 (0.26%) 2 (0.26%) | 234 (30.27%)
Unidentified 0 (1.29%) 91 (11.77%) | 113 (14.62%) 0(0.00%)
Partl Correct 564 (97.24%) 532 (91.72%) | 514 (88.63%) | 488 (84.14%)
(580) Wrong 16 (2.76%) 2 (0.34%) 2 (0.34%) 92 (15.86%)
Unidentified 0 (0.00%) 46 (7.94%) 64 (11.03%) 0 (0.00%)
Part2 Correct 167 (86.53%) 148 (76.68%) | 144 (74.61%) 51 (26.42%)
(193) Wrong 26 (13.47%) 0 (0.00%) 0 (0.00%) | 142 (73.58%)
Unidentified 0 (0.00%) 45 (23.32%) 49 (25.39%) 0 (0.00%)

TABLE III: Result of evaluation (provider)

Our method | WHOIS + certificates WHOIS ASN
All Fully correct 48 (84.21%) 39 (68.42%) | 37 (64.91%) | 17 (29.82%)
57) Partially correct 3 (5.26%) 6 (10.53%) 6 (10.53%) 9 (15.79%)
No correct 6 (10.53%) 12 (21.05%) | 14 (24.56%) | 31 (54.39%)
part] |__Fully correct | 13 (81.25%) 12 (75.00%) | 11 (68.75%) | 10 (62.50%)
(16) Partially correct 3 (18.75%) 3 (18.75%) 4 (25.00%) 3 (18.75%)
No correct 0 (0.00%) 1 (6.25%) 1 (6.25%) 3 (18.75%)
Part2 Fully correct 35 (85.37%) 27 (65.85%) | 26 (63.41%) 7 (17.07%)
(41 | Partally correct 0 (0.00%) 3 (7.32%) 2 (4.88%) | 6 (14.63%)
No correct 6 (14.63%) 11 (26.83%) | 13 31.71%) | 28 (68.30%)

identify fewer domains over time. In fact, when examining the
intermediate processes of this method, we discover that most
of the WHOIS data it relies on are outdated—often several
years old. As registrars increasingly obscure the latest WHOIS
data due to GDPR, this information becomes unusable. Errors
in identification by this method are largely due to this issue:
after the last update, domain ownership may have changed
due to acquisitions or sales, but with current data concealed,
the method defaults to relying on outdated WHOIS records
containing information that was once accurate. This reliance
on obsolete data often leads to incorrect identification.

V. CENTRALIZATION MEASUREMENT

To enhance the generalizability of our results, we select the
dataset, which combined with the .com , .net and .org
zone file from September 14, 2024, all of these zone files are
sourced from CZDS [26]. Our dataset includes 178,252,051
domains and 2,155,818 NS domains.

We applied the method to measure the centralization infor-
mation in the dataset and obtained data on the NS domains of
the providers, and we identify 530,111 hosting providers. After
sorting the providers by the number of domains they host, we
plotted the proportion of hosting domains, the proportion of
NS domains held, and the proportion of NS base domains
held for the all providers, as shown in Figure 4. We also list
the top 10 hosting providers in Table IV. Our measurement
results show that the top 10 providers, hold 4.05% of the NS
domains in the dataset, totaling 87,333 NS domains. More
concerning is that they host 54.19% of the user domains in the
dataset, amounting to 96,598,224 domains. As for the top 100
providers, they hold 10.01% NS domains while they host over
82.99% domains. The results shown in the figure indicate that
the reason top providers host more domains is not due to their
control of a significantly larger number of NS domains. In fact,
the distribution of NS domains across providers is relatively

TABLE IV: Top 10 hosting provider

Provider Hosting domains | Proportion of sum
GoDaddy 47,498,201 26.65%
Cloudflare 11,797,644 6.62%
Google 7,819,371 4.39%
Namecheap 5,706,569 3.20%
Wixpress 5,583,020 3.13%
NameBright 4,339,109 2.43%
IONOS 3,811,401 2.14%
Alibaba 3,636,313 2.04%
Newfold 3,244,439 1.82%
Share-DNS 3,169,556 1.78%

uniform. This result indicates that DNS at the hosting provider
level indeed exhibits a significant centralization issue.

We acknowledge that our identification results may include
users who self-host their websites, as we currently lack the
ability to distinguish between true self-hosting and third-party
hosting providers. However, even under a lenient criterion for
identifying self-hosted users—such as classifying providers
hosting 10 or fewer domains as self-hosted—this category
comprises 439,294 entities. Nevertheless, the websites they
host account for only 0.48% of the total, an insignificant
proportion that has minimal impact on our conclusions. Even
if we further relax the threshold to include providers hosting
100 or fewer domains, this would involve 514,394 providers.
However, the domains they host account for only 1.69% of
the total, which still does not affect our analysis results.

Beyond the centralization observed at the provider level, we
also measure the centralization of domains at the AS level.
We resolve NS domains to IP addresses whenever possible
and use the GeoLite2 [27] database to identify the ASes
associated with IP addresses. This allows us to map the hosting
relationships between domains and NSes into ‘hosting’ rela-
tionships between domains and ASes. We extract 356,501 IP
addresses that can be mapped to their respective autonomous



Rate

Fig. 4: The proportion of the sum of hosting domains, NS base
domains and NS domains of all providers

10

0.8 4

0.6

0.4 4

0.2+

0.0

—— Sum of Host
Num of IP
—— Num of NS domain

T
10° 10! 10?

T T
10° 10*

Hosting Providers (log scale)

TABLE V: Top 10 ASes
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ASN AS provider Hosting domains | Proportion of sum
44273 | Host Europe 49,471,645 28.11%
13335 | Cloudflare 29,824,532 16.95%
15169 | Google 13,414,589 7.62%
16509 | Amazon 10,019,881 5.69%
14618 | Amazon 7,375,020 4.19%
397220 | Security Services 6,759,912 3.84%
19905 | Security Services 6,036,960 3.43%
8560 | IONOS 5,797,674 3.30%
62597 | NSone 4,247,624 2.41%
37963 | Alibaba 3,841,344 2.18%

systems, which correspond to 675,961 NS domains, hosting
175,980,269 domains. These IP addresses are categorized into
18,005 ASes. We present the cumulative distribution of ASes
with respect to hosted domains, NS domains, and IP addresses,
as shown in Figure 5. Additionally, we list the top 10 ASes
hosting the most domains in Table V. It’s evident that a
significant level of centralization also exists at the AS level.
However, this centralization is more pronounced compared to
the centralization observed at the provider level. Additionally,
the top 10 ASes and providers don’t correspond to each other.
A detailed analysis of the relationship between providers and
ASes will be presented in SectionVIL.

VI. BASE DOMAIN # PROVIDER

In our measurement results, we observe some intriguing
findings. For example, domains like squarespacedns.
com and gannett—-dns.com are categorized under NSone.
Upon further investigation of the measurement process, we
determine that these results are more likely due to the
complex relationships among providers—such as acquisitions
and commercial collaborations—rather than misclassification.
Specifically, in these two cases, we find that nearly all domains
hosted by these NS domains are further delegated to nsone.net,
suggesting that Squarespace and Gannett purchase hosting
services from NSone.
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Fig. 6: Venn diagram of the hosting distribution of NSone’s
base domains

Using this observation as a starting point, we analyze the
NS base domains within NSone, examining their co-hosting
relationships and finding a high degree of consistency in the
hosted content among NS domains with significantly different
base domains. We further analyze the variety of base domains
owned by top providers. Finally, we examine the domains in
the dataset that are hosted by multiple NS base domains to
determine the proportion of those that are genuinely hosted
by two or more providers.

A. Base domains of NSone: the large scale of ‘indepen-
dent’providers within NSone

We analyze the distribution of the NS domain for the
provider NSone. NSone hosts a total of 3,144,233 domains
and encompasses 596 NS domains, which can be grouped
into 152 unique NS base domains. The two most prominent
NS base domains, nsone and squarespacedns, host
2,945,849 and 2,205,871 domains, respectively. The remaining
NS domains collectively host 38,622 domains. The hosting
distribution of these categories is illustrated in a Venn diagram,
as shown in Figure 6.

It can be observed that the nsone and squarespacedns
jointly host 2,015,682 domains, accounting for 68.42% of
the domains hosted by nsone and 91.38% of those hosted



by squarespacedns. This strongly indicates an extremely
close commercial collaboration between NSone and Squares-
pace in the domain hosting business, to the extent that it can
be assumed Squarespace has entirely outsourced its domain
hosting requirements to NSone. ns1global is a base domain
owned by NSone, which can be verified through domain
registration information provided by WHOIS. The various
NS domains under ns1global may host different services,
resulting in a lower number of co-hosted domains with NSone.

Among the domains hosted by other base domains, 99.80%
are also co-hosted by NSone. We analyze specific exam-
ples among them, such as kenvuedns, jnjdns, and
gannett-dns, which might otherwise be considered inde-
pendent providers or self-hosted servers. The domains which
are hosted by them are all co-hosted by NSone.

This specific case illustrates the complexity at the provider
level. NS domains previously considered to belong to indepen-
dent providers or self-hosted servers are entirely co-hosted by
a large provider, revealing that they inherently belong to the
same provider. The wide variety of base domains hosted by
large providers further suggests that this phenomenon is not
an isolated case. Moreover, the analysis of NSone exemplifies
the accuracy of our provider identification method.

B. Base domains owned by top providers

In addition to analyzing NSone, we conduct a statistical
analysis of the number of base domain types for the top
10 providers with the largest number of hosted domains
in our identification results, where base domains with the
same content, excluding symbols and numbers, are considered
the same. The results are shown in Figure VI. We find
that an individual provider may manage a large number of
NS domains across various base domains. In the past, the
distinction between different base domains was one of the most
important criteria for identifying different providers. However,
our results challenge this principle. Some of these base domain
patterns were previously considered to belong to independent
providers, while others were believed to be self-hosted by
users to manage their own domains. Our findings suggest
that these base domain patterns are highly correlated with
the domains hosted by top providers, and thus should be
considered part of these providers’ portfolios.

On the other hand, we can observe that there is still a
significant disparity in the number of base domains even
among the top providers, which may indirectly reflect differ-
ences in the providers’ cooperation and service strategies. We
find that some providers offer special domain hosting services
that allow VIP clients to customize the base domain field of
the NS domains they use. Although this creates surface-level
differences in NS domains, the underlying hosting services
are still provided by the provider. Moreover, because these
NS domains are often hosted alongside other NS domains
from the same provider, they can be merged into a single
provider through shared hosting relationships. This unique
service offering may also be one of the reasons for the wide
variety of NS domains owned by providers.

C. Hosting status of domains: who is actually hosted by
different providers?

Building on the previous analysis, we track the hosting
status of all domains in three regions. First, we count the
domains that appear to use two or more providers, which
we refer to as positives. Since users may lack detailed
prior knowledge, they might simply assume different base
domains correspond to different hosting providers. Therefore,
we categorize these domains based on NS records involving
multiple base domains. Furthermore, we track the domains
that genuinely use multiple providers for hosting services,
which we refer to as true positives. Only these domains can
effectively avoid having their DNS resolution affected when
one provider experiences a failure.

We analyze the number of domains in our dataset under
these two scenarios and found that only 5,755,687 domains are
hosted by NS domains with multiple types of base domains.
Among these, only 1,027,290 NS domains are genuinely co-
hosted by two or more providers, accounting for just 0.58%
of all NS domains in the dataset. This means that only 0.58%
of domains in our dataset can still be resolved normally if
one provider fails (assuming the issue lies solely with the
provider’s service and not with the infrastructure). For the
5,755,687 domains identified as positives, their users might
assume that hosting by multiple providers enhances the reli-
ability of their domains. However, in reality, less than 20%
of these domains are truly co-hosted by multiple providers.
For the remaining 80% or more of domains, the redundant
deployment that fails to achieve the intended effect may result
in unnecessary resource waste.

VII. THE COMPLEX RELATIONSHIP BETWEEN
INFRASTRUCTURE AND PROVIDERS.

In our study, infrastructure refers to AS. An AS is a network
or group of networks under a single administrative entity. An
ASN is a unique identifier assigned to an AS for BGP (Border
Gateway Protocol) routing [28], [29].

A. Providers and ASes: many-to-many

We analyzed the deployment patterns between providers
and ASes, revealing the complex many-to-many relationship
between infrastructure and providers. We will now discuss this
relationship from both the provider perspective and the AS’
perspective.

From the perspective of providers, we categorize the de-
ployment patterns of providers across ASes into three types:

1) Own: The provider has its own server network and
deploys nearly all of its hosting services on this network.
For example, Cloudflare’s domain hosting services are almost
entirely deployed within its own AS(13335), while Google’s
domain hosting services are almost completely deployed
within its AS(15169).

2) Single external: The provider selects one or more ex-
ternal ASes from a fixed service provider to deploy managed
services. For example, Wixpress mostly deploys its services
within the Google network, AS 15169, while Hostdirekt and



TABLE VI: The kinds

and examples of main NS base domains owned by top 10 providers

. S - Example
Provider Kinds of base Base domamn NS
domaincontrol ns70.domaincontrol.com
Godaddy 4,007 | afternic ns4.afternic.com
namefind ns3.namefind.com
Cloudflare 641 | cloudflare jobs.ns.cloudflare.com
Google 332 | googledomains ns-cloud-e3.googledomains.com
Namecheap 34 registrar—serverg rs45.registrar—servers.(;om
namecheaphosting | ns108.namecheaphosting.com
Wixpress 166 | wixdns ns1.wixdns.set
NameBright 24 | namebrightdns ns89.namebrightdns.com
ui-dns ns1077.ui-dns.com
IONOS 4,063 land1 ns28.1and1.com
Alibaba 37 hifshina dns3.hichina.com
alidns ns5.alidns.com
Newfold 545 | worldnic ns92.worldnic.com
Share-DNS 1 | share-dns a.share-dns.com

TABLE VII: Examples of complex in the top 50 providers

Provider AS number Proportion
Hostgator (AS 19871, Network Solutions) 48.78%
(AS 46606, Unified Layer) 48.78%

(AS 45090, Tencent) 99.82%

Dnspod (AS 134756, China Net) 99.46%
(AS 56046, China Mobile) 99.21%

(AS 4837, China Unicom) 99.16%

Rzone (AS 15418, Fasthosts) 99.97%
(AS 8560, IONOS) 99.97%

Xserver (AS 131965, Xserver) 97.87%
(AS 16509, Amazon) 97.77%

Sedo (AS 47846, SEDO GmbH) 99.98%
(AS 16509, AMAZON-02) 96.38%

DreamHost deploy almost all of their services within the
Cloudflare network.

3) Complex: A provider may choose multiple ASes from
different service providers (including their own network) to
deliver services. The quantitative criterion for this model is the
provider deploys hosting services in at least two ASes, hosting
over 10% of user domains. Table VII below shows examples
of providers using the complex model for deployment in the
top 40 providers. The percentages in the table represent the
proportion of user domains hosted by the provider on each
AS. Since a name server may resolve to multiple IPs across
different ASes, the total sum may exceed 100%. For clarity,
only the most significant ASes are displayed.

We segment the statistics for the number of top providers
that host over 100,000 domains using three deployment types
in the dataset, as shown in Table VIII. The results indicate that
as the provider’s scale decreases, they are less likely to use
their own server networks, or they may not have their own
networks at all, and instead turn to other service providers’
networks to deliver services. Furthermore, we can observe
that a considerable number of providers opt for the third
deployment model, and the frequent occurrence of this hybrid
deployment mode adds complexity to the relationship between
providers and infrastructure.

From the perspective of infrastructure, a similar situation
arises where a single infrastructure supports services from

TABLE VIII: Statistics on the deployment models of top
providers in the dataset.

Hosting Num | Own Single external | Complex
Over 1,000,000 23 | 34.783% 43.478% | 21.739%
500,000-1,000,000 20 | 25.000% 45.000% | 30.000%
100,000-500,000 74 | 18.919% 37.838% | 43.243%

multiple providers, resulting in a many-to-many relationship
between infrastructure and providers. As indicated by pre-
vious results, smaller providers, likely due to the difficulty
of operating their own infrastructure, increasingly tend to
rely on external infrastructure to deploy their services. The
high service quality and stability offered by well-known large
infrastructure providers make them the preferred choice. This
results in networks operated by major service providers hosting
services from a range of different hosting providers. We
analyze the deployment of hosting services on the top five
ASes in our dataset, as shown in Table IX. These ASes host a
significant portion of the total hosting services. In our dataset,
we identify 18,005 ASes, which together host services from
122,236 hosting providers, covering 176,375,125 domains.
On average, each AS supports hosting services from 6.789
providers, providing hosting for 9,795,897 domains. Notably,
the top 10 ASes alone host services from 19,547 host-
ing providers, covering 136,789,181 domains. These figures
clearly demonstrate the complexity of the relationship between
infrastructure and providers from an infrastructure perspective.

Both perspectives reveal the complex relationship between
hosting providers and infrastructure. Under such complexity,
it is challenging for researchers to infer information from
one perspective by using data from the other, so the two
perspectives should be treated independently. Finally, we
present the deployment of top providers in our dataset using
a Sankey diagram to illustrate the intricate relationships be-
tween hosting providers and infrastructure visually. We select
the top providers which host over 1,000,000 domains and
investigate their infrastructure deployment. We focus on those
infrastructures where more than 10% of their hosting services
were deployed, meaning that the NS domains of a provider,



TABLE IX: The deployment of providers on the top 5 ASes

AS number Hosting provider Hosting Proportion
AS 44273 GoDaddy 49,354,062 99.762%
Host Europe | Others(35 providers) 117,583 0.238%
cloudflare 11,733,212 39.341%
Share-DNS 3,169,553 10.627%
AS 13335 Hostdirekt 3,092,850 10.370%
Cloudfiare Newfold 2,852,879 9.566%
Bluehost 1,930,272 6.472%
Others(4251 providers) 7,045,766 23.624%
Google 7,815,554 58.262%
A 1159 Wixpress 5582065 | 41.618%
g Others(224 providers) 16,070 0.120%
Amazon 2,478,349 24.734%
Siteground 1,190,371 11.880%
AS 16509 xserver 701,247 6.999%
Amazon Sedo 637,789 6.365%
Bodis 589,999 5.888%
Others(9087 providers) 4,422,126 44.134%
NameBright 4,339,026 58.834%
AS 14618 Buy Domains 691,071 9.370%
Amazon HugeDomains 563,604 7.642%
Others(2072 providers) 1,653,852 22.424%
godaddy AS 44273
Cloudflare AS 13335
Share-dns AS 55002
Hostdirekt AS 8622
Newfold -
—_— Blfneh%st AS 15169
Dream Host AS 19905
—Register AS 397220
Goagle AS 14618
Wixpress Ltd AS 8560
Namecheap f\z T‘S:JITE‘)‘
Namebright :;;, :j.:‘j;
IONOS — AS 63911
Alibaba AS 16509
NSone — AS 16276
m—Amazon gz ;9?5(‘
Siteground S 46606
—ovH — AS 15348
7 Séigw — AS 32491
m—TUCOWS INC. 22 S%égo
—Enom s i
Aruct’o"\attu: ig ;éégge
dnspod 32 ggég
AS 136958
AS 4134
AS 4812
AS 4808
AS 140979
AS 23724

AS 132203

Fig. 7: The figure of top providers’ usage of ASes

corresponding to a certain AS’s IP, host more than 10% of the
provider’s total hosting domains. The correspondence between
providers and infrastructure is shown in Figure 7.

B. Providers’ influence on services

In addition to the complex relationship between hosting
providers and infrastructure in service deployment, we also
find evidence that hosting providers can independently in-
fluence the basic attributes of services, as demonstrated by
measurements of basic security attributes conducted on the
same infrastructure.

We conducted random sampling measurements on Ama-
zon’s AS numbered 16509, which hosts the largest variety of
hosting providers in our dataset. We identified some examples

10

TABLE X: Attributes among providers on AS 16509

Provider AXFR:OFF | EDNS:ON | Cookie:ON
Amazon 100.000% 100.000% 0.000%
EZOIC 100.000% 90.937% 0.000%
ServiceMaster 100.000% 100.000% 100.000%
NKsupport 0.000% 80.000% 80.000%
Megazone 100.000% 17.293% 16.541%
NFB 100.000% 100.000% 100.000%

where the security attributes of services varied depending on
the provider, as shown in Table X. This provides preliminary
evidence for our main argument, namely that hosting providers
influence the quality and security attributes of services. Com-
bined with the previous measurements of centralization, this
indirectly highlights that the failure of security strategies by
major hosting providers can have a significant negative impact
on a large number of domains across the network.

C. Domains hosted by multiple infrastructures

In the dataset, we measure the infrastructure behind the NS
records of all 178,252,051 domains. The IP addresses of the
extracted NS domains host a total of 177,584,957 domains.
Among these, 36,301,251 domains use multiple infrastructures
for hosting services, meaning that about 20.442% of domains
rely on two or more infrastructures for their hosting services.

We performed more fine-grained segmented statistics on the
results, are shown in Table XI. The proportion of domains
hosted by multiple infrastructures varies, starting low, increas-
ing in the middle segments, and then decreasing again. We
believe this phenomenon may be attributed to the following
factors: top providers have sufficient trust in their own in-
frastructure and rely on it exclusively; mid-level providers
lack their own infrastructure or do not trust it but have the
capability to utilize multiple external infrastructures to deliver
services; and smaller providers, due to financial constraints
or other limitations, can only afford to deploy services on a
single external infrastructure.

Although top providers’ infrastructure is generally trust-
worthy, offering high security and low failure rates, rely-
ing exclusively on a single infrastructure without seeking
additional backups could introduce potential single points
of failure. This is particularly concerning for the top three
providers—GoDaddy, Cloudflare, and Google—which to-
gether host 67,111,514 domains, accounting for 37.650% of
the dataset. However, only 85,986 of these domains are hosted
using multiple infrastructures. If present infrastructure of any
of these three providers fails, because they lack proper backups
on other infrastructures, it would inevitably have a significant
negative impact on Internet availability. Furthermore, if cen-
tralization continues to intensify, the potential security risks
will increase as the number of domains hosted by these three
providers grows. In the event of infrastructure failures affecting
these providers, the impact on Internet availability will become
even more pronounced.



TABLE XI: Segmented results of multi-infrastructures hosting

Host num Provider | Multi-ASes Sum Rate

Over 1,000,000 23 14,414,059 | 122,484,397 | 11.768%
500,000-1,000,000 20 6,073,781 12,941,577 | 46.932%
100,000-500,000 74 6,727,827 14,820,056 | 45.397%
10,000-100,000 454 5,634,134 14,329,847 | 39.317%
1,000-10,000 2124 2,278,958 6,294,772 | 36.204%
100-1,000 12,291 939,155 3,319,617 | 28.291%
Less than 100 527,416 470,329 2,615,691 17.981%

VIII. DISCUSSION
A. Limitations

Our study has certain limitations. First, we only measure
centralization within the .com, .net, and .org zones.
While these are among the largest TLDs, we acknowledge
that they may not fully reflect the overall centralization of
the DNS. Second, our measurement is based on a single
snapshot of these three TLDs on a specific day, without long-
term observations. As a result, we do not capture trends in
centralization over time.

B. Ethics considerations

We don’t collect any private user information. As for
the network connection, we use zgrab2 to establish TLS
connections and collect certificates, applying rate limits to
zgrab?2 in the process to avoid impacting network availability.
As for three TLD zone files we used, we got them on
ICANN’s Centralized Zone Data Service (CZDS) [26]. For the
security measurements in Section 6, we similarly limited the
packet transmission frequency to ensure network availability
remained unaffected. Additionally, we did not employ poten-
tially harmful or intrusive measurement methods, nor did we
attempt to access extra private information (e.g., obtaining a
DNS zone file via an open AXFR).

C. Reflections on Centralization

1) Benefits: Centralization is not entirely harmful. A cen-
tralized system can facilitate the adoption of new standards
and security measures. For example, if the top 10 providers
implement a new security measure, 58% of domains across
the Internet would be protected, significantly lowering the
deployment barrier.

2) Disadvantages and harm: Single point of failure. If
domain hosting becomes overly dependent on a few large
providers, failures in these providers could have a substantial
negative impact on the overall availability of the network.
For instance, the Akamai outage in 2021 and the Azure
outage in 2022 both led to widespread service and website
unavailability [30], [31].

Greater impact of attack. Centralization amplifies the
impact of security risks associated with major providers,
increasing the potential scope of their consequences. Reported
attacks, particularly those related to domain hijacking and
takeover [8]-[10], [32]-[43], primarily exploit mismanage-
ment or weak security policies of certain providers.
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Internet censorship. When a large number of domains are
hosted by a single provider, this effectively grants the provider
greater control over content censorship. The provider may
reduce service quality or even halt resolution services to target
content they disapprove of, which could pose further risks of
influencing public opinion [44].

3) Recommendations: We urge the community and
providers to recognize the challenges of centralization.
Providers should ensure proper management and isolation of
their hosting services, with particular attention to the security
of their infrastructure. Any newly identified security risks
should be promptly addressed and mitigated.

IX. RELATED WORK

Relevant prior work includes studies of DNS centralization
and Entity identification.

DNS centralization. Several researchers have made efforts
on this topic, measuring DNS centralization from various
perspectives. Their work has contributed to the motivation for
this study. Xu et al. [11], Huston et al. [7], and Zembruzki
et al. [2] used the autonomous systems corresponding to the
IP addresses of NS domains as proxies for hosting service
providers to measure the degree of centralization in the DNS
system. These studies effectively measure the centralization
of DNS hosting services at the infrastructure level, which
differs from the centralization observed at the provider level.
Zembruzki et al. [45] analyzed the degree of centralization
of hosting services across multiple TLD zone files, but their
analysis was still based on Autonomous Systems rather than
hosting service providers. Moura et al. [1] analyzed DNS
hosting services using traffic from B-root and two ccTLDs,
examined the traffic share of five major providers, revealing
that DNS traffic is also concentrated among major providers.
This study does measure the market share of five major
providers in the hosting service market. However, it is unlikely
to become a widely applicable method due to the difficulty
of obtaining traffic data. Doan et al. [46] investigated the
popularity and performance of public DNS resolution services
in the context of DNS centralization. Wang et al. [44] analyzed
the DNS and web hosting dependencies of the top 10,000
popular websites. They discussed how a small number of large
organizations control internet infrastructure and the potential
risks this poses to network resilience, security, and content
control. Kashaf et al. [47] investigated the dependence of
modern web services on third-party infrastructure, such as
DNS, CDN, and CA services. By comparing data from 2016
and 2020, their analysis revealed an increasing reliance on
major DNS service providers, which contributed to greater
centralization and exacerbated the potential risks of service
disruptions and attacks. Radu et al. [4] analyzed changes
in the recursive DNS service market from 2016 to 2019 to
study trends in market share centralization, revealing how large
internet companies leverage privacy and security-enhancing
technologies to consolidate market dominance. They also
explored the potential risks this centralization poses to the
internet ecosystem. Hao et al. [48] analyze the deployment



patterns of authoritative servers of websites in Alexa’s list of
the top 1 million websites in June 2014. They find that most
websites rely on third-party hosting providers and identify the
top 10 most popular DNS hosting domains.

Entity identification. Several researchers have proposed
various methods for identifying the controlling or owning enti-
ties of different objects, which have inspired the methodology
of this study. Sebastidn et al. [49] presented a comprehensive
method including WHOIS, passive DNS, certificates, NER,
etc., to identify the organization associated with a website.
Liu et al. [50] proposed a method to identify email service
providers behind MX domains, their analysis also reveals that
email services are concentrated among a small number of
major providers. Ma et al. [51] identify the controlling entities
of CA certificates by analyzing certificate fingerprints, network
infrastructure, and audit records. Although these studies focus
on different subjects, their methods are highly transferable
and provide valuable insights for this study. Some studies on
domain takeover and domain hijacking also address methods
for identifying the providers of NS domains. Alowaisheq et
al. [8] combine the content of NS base domains with domain
registration data obtained via the WHOIS protocol to deter-
mine the provider associated with NS domains. Squarcina et
al. [43] relies on manual identification of third-party providers
and doesn’t implement an automated method. Zhang et al. [9]
compile a comprehensive list of providers and the patterns of
NS domains they use. These precise NS domain patterns serve
as a crucial starting point for this study’s in-depth examination
of relationships among NS domains belonging to the same
provider.

X. CONCLUSION

We propose a method for identifying the hosting provider
of NS domains based on textual similarity and co-hosting
relationships. Compared to traditional identification methods,
such as ASN, WHOIS, and WHOIS+certificate approaches,
our method offers higher accuracy. Using this method, we
measured a dataset composed of zone files from .com, .net,
and .org, quantifying the degree of centralization. Our results
reveal a high degree of centralization, with the top 10 hosting
providers hosting over 54% of the domains while the top
100 providers host over 82.99% domains. Based on our
identification results, we also observed complex relationships
at the provider level, where many entities previously regarded
as independent providers or self-hosted services exhibit a high
degree of co-hosting with top hosting providers. We further
analyzed the relationship between infrastructure and hosting
providers, revealing a complex many-to-many relationship.
We identified cases where services provided by different
hosting providers on the same infrastructure exhibited varying
quality, indicating that these two levels cannot be conflated.
Additionally, our analysis of the infrastructure behind domain
hosting services revealed that only about 20% of domains use
hosting services deployed across multiple infrastructures, with
this percentage being even lower for top providers.
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APPENDIX A

TABLE XII: The accuracy and the number of iterations of
methods under different thresholds.

0.6 0.7 0.8 0.9 0.99
Correct 693 698 722 731 710
Accuracy | 89.65% | 90.30% | 93.40% | 94.57% | 91.85%
Iterations 6 6 6 5 5

We record the number of iterations of our method on the
dataset under different thresholds and their results on the
dataset in table XII. It can be observed that a threshold of
0.9 provides a good balance between accuracy and efficiency.
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